
 

LEARN Zoom Good Practices Guide (​http://learn.zoom.us​) 
 

LEARN has hosted Zoom servers within our premises (Zoom On-Premise deployment). This means, that              
those who are starting a meeting via https://learn.zoom.us will have their meeting data traffic routed to                
the LEARN hosted servers which will not consume additional data from your ISP provided data bundle.                
However, since learn.zoom.us is hosted in Zoom cloud (which is hosted outside the country), each such                
meeting will consume a little data (a maximum of a few MBs) for authentication and sharing metadata. 
 
We would like all members to note that although these services are coming free of charge for them, it is                    
NOT free for all. LEARN is bearing the cost of these licenses and both LEARN and the ISPs are bearing                    
the cost for the data charges. Therefore, both LEARN and the ISPs are incurring cost to provide this                  
service free for the users and kindly requesting all the users to use it with more responsibility.  
 
During the Zoom meetings, we request the users to always keep only screen sharing with video                
thumbnail while assuring others keep both microphone and video turned off unless they are talking. Such                
a meeting will consume about 10 times lesser data than a meeting with all the videos and mics on with                    
large size video. Therefore, please avoid overloading the system with good practices. Further, if the data                
is charged, for an economical meeting as recommended, it should cost a user less than Rs 10/hour                 
compared a meeting without careful use of the technology that will cost ten times more. 
 
Here are some guidelines we made for ALL users to follow for the best use of the limited resources we                    
have. 

 
1. Appropriate meeting ​Topic and the ​Description should be added to briefly explain the official              

purpose of the meeting. Otherwise, the meeting could be terminated by the authority and audited. 

Figure: Example Topic and Description 
 
 
 
 
 
Lanka Education and Research Network (LEARN) 

http://learn.zoom.us/


 
2. Define the exact start time and duration. If it is a recurrence meeting, mention it too. 

Figure: Example Time/Duration 
 
 
 
 
 
 

 
3. When Configuring Video Audio Options, make sure you off participant’s video on login and to               

select Computer Audio as the Audio method 

 
4. On rest of the functions;  

Enable Join Before Host  
Mute participants upon entry 
Record meetings automatically on local computer 
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5. Use a password for the meeting and share it by other means (SMS, WhatsApp group, etc)                

without posting it on the same email of meeting invitation. Meeting Join URL is more than enough                 
when inviting students. 

 
 

6. If your Meeting URL contains “?pwd=.....” after the meeting id digits, remove the whole part                
starting from “?” symbol before sharing. 

 
 

7. Each meeting consumes expensive technology and resources (computing, storage, network          
bandwidth). Therefore the facility should be optimally used.  

 
The meeting should be ended for all participants when finished to free up the resources 

 
 

8. Zoom system provides complete auditing information. Therefore, we are able to see any miss              
appropriations and miss-use of the system. Due to the nature of the system, please apply the fair                 
use policy at all times. We have no other option than reporting violators to the authorities. 

 
 

9. If you are using desktop/mobile app, update the zoom installation as frequently as possible to 
avoid threats 
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Here is a guide from PC Magazine Regarding Securing Zoom. 
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